CH9: Bao mat va
An toan trong
TMDT




@ Noidung

1. Cac van dé co ban
2. Céc loai de doa va tan cong TMBT
3. M6t so gidi phap ddm bdo an toan TMBT



1 - Cac van dé cag ban

“*Virus may tinh

“* Sau may tinh (worms)
“*Trojan

% Ltra dao qua mang (Phishing)
“* Spam mall



@ 1 - Cac van dé cao ban

Hacking:
= Bj tan céng t choi phuc vu (Denial of
Service): hacker tw ddng gwi hang loat yéu
cau vé server lam server nay qua tai
= Bj cwdp tén mién:
« Tim email quan ly t&n mién
» Ltra chu tai khoan email dé lay dwoc password
* Yéu cau nha cung cap dich vu quan ly tén mien
cung cap password dé quan ly tén mién
» Thay di théng so tén mién, chuyén tén mien sang
website quan ly khac, thay doi password quan
ly,...



@ 1 - Cac van dé cao ban

Hacking:
= Bi xam nhap dir lieu trai phep:

» Tan cdng ndi bd (local attack) trc hacker mua moét
host trén cung mot server voi host “nan nhan”

 Tim k& h& dé dot nhap thdng qua viéc tim kiém
trén cac search engine

* Tim cach c6 dwoc password cua host

- Nghién ctu ké hé& trong 1ap trinh dé tham nhap
vao host

 Tham nhap vao co s& di¥ liéu cua website



@ Gioitieu

< B&o mat, an ninh mang la van dé nong hdi trong
noat dong TMDT

< Lam thé nao dé khach hang tin twédng khi thuc

nién cac giao dich trén mang?

<+ Nha cung cap dich vu giao dich trwc tuyén + ISP
c6 dam bao cac giao dich trén mang dwoc an
toan?




@ Gioi thiew

< An toan va bao mat trén mang cé nhiéu tién trién
= Twdong Itra (firewall)
= Ma hoa (encryption)
= Chir ky dién tw (digital signature)
—> van con nhiéu nguy co de doa
< Piém yéu la y thirc va hanh vi cia ngudi ding
= Danh Ira ngudi khac dé lay théng tin
= Tan cong hay pha hoai thdng qua 16 héng ctia HPH
= M& thw da bi nhiém virus
= Xem nhi¥ng trang web chlra 1 s6 doan ma cd y xau



@) Cacvandebiomat

% Bao mat trong EC
= Authentication — Chirng thwc nguwoi dung
* Sw Uy quyén thdng qua mat ma, thé thong minh, chir ky
= Authorization — Chirng thwe quyén st dung
= Auditing — Theo do6i hoat dong
= Confidentiality (Privacy) — Gilr bi mat ndi dung thong
tin
* M& hoa
= |Integrity — Toan ven théng tin
= Availability — Kha nang san sang dap tng
= Nonrepudiation — Khéng thé ttr chdi trach nhiém
o Chi ky



@2 - cicloaitancong

“*Khoéng str dung chuyén mén
= Loi dung strc ép, tam ly dé danh Itra ngudi
= dung va lam tén hai dén mang may tinh
= Hinh thirc
» Goi dién thoai, gri mail, phat tan links
% St dung chuyén mon
= C4c phan mém, kién thirc hé thong, sw thanh
thao

= Hinh thic
* DoS, DDoS
* Virus, worm, trojan horse



@ 2 — Mot sO moi de doa

s Client
= Hién thi n6i dung
= Cung cap cac lién két (link)
= Plugin
s Internet
= Sniffer
= Backdoor
< Server
= Quyén
= Cookies
= Database



@3 -Gaiphap

% Chtrng chi s6

“*Nghi thire SSL (Secure Sockets Layer)
“*Ma hoa (Encryption)

“ Chir ky dién tw






